This paper presents a framework to identify critical nodes of a gas pipeline network. This framework calculates a set of metrics typical of the social network analysis considering the topological characteristics of the network. Such metrics are utilized as inputs and outputs of a (Data Envelopment Analysis) DEA model to generate a cross-efficiency index that identifies the most important nodes in the network. The framework was implemented to assess the US interstate gas network between 2013 and 2017 from both the demand and supply-side perspectives. Results emerging from the US gas network case suggest that different analysis perspectives should necessarily be considered to have a more in-depth and comprehensive view of the network capacity and performance.
Introduction
In 2018, the United Stated of America utilized about 30 trillion cubic feet (Tcf) of natural gas, which is close to 30% of the total primary energy consumption. The largest part of natural gas is consumed in the electric power and manufacturing industries (69% of total consumption, equal to 20.67 Tfc) [1] . Whereas natural gas is used throughout the USA, the largest consumption of it is concentrated in five states: Texas (14.3%), California (7.8%), Louisiana (5.9%), Florida (5.1%), and Pennsylvania (4.7%) [1] . With the transition of the electric power industry from coal to gas, the USA natural gas consumption will further increase in the next decades.
From 2007 to 2014, each year gas production increased by roughly 2.5 billion cubic feet per day. According to estimates provided by the US Energy Information Administration (EIA), the domestic natural gas production will grow to more than 40 Tcf in 2040 to satisfy demand [2] . The interstate pipeline system supplies most of the natural gas markets in the USA. Ensuring gas supply stability is a major responsibility of pipeline operators. Pipeline regulators require the pipeline operators to prevent, manage, and mitigate conditions that might affect the proper operation of the pipeline system. The analysis of several energy networks has showed that some parts of such networks have great relevance compared to the rest of the network, as their removal significantly affect the network performance by significantly disrupting the operation of the system [3] . Disruptions can propagate downstream through the natural gas transmission chain, thus leading to negative supply shocks in the market. Prioritization methods allowing the identification of the most critical parts of the pipeline are thus necessary to effectively manage the gas transmission pipeline. Identifying the critical parts of the pipeline network in advance may help the operators to increase the infrastructure robustness by adopting risk mitigation strategies. Indeed, disruption of the gas supply would have a very substantial impact on the economics and wellbeing of US citizens. adapt to previous disruptive events. This method jointly evaluates the technical and organizational dimensions of resilience and finds major points of weaknesses to improve the resilience level.
Other scholars implemented simulation models. Monforti and Szikszai [15] proposed a specific model to evaluate the robustness of the EU transnational gas transmission infrastructure under different operating conditions., i.e., high demand, supply shortage, and regular supply. This model implements a Monte Carlo simulation and considers the whole set of dispatching choices of national transmission system operators (TSOs). Chaudry et al. [16] assessed the reliability of the (Great Britain) GB gas and electricity infrastructure networks in the winter period employing a sequential Monte Carlo simulation model that minimizes gas supply and storage operation costs and electricity generation costs and computes a set of reliability indexes, such as load probability and not supplied electricity. Nan and Sansavini [17] proposed a quantitative method based on simulation and the development of quantitative time-dependent metrics of resilience to assess the dynamic behavior of infrastructure systems. The scholars considered three resilience capabilities, i.e., absorptive, adaptive, and restorative. The method was used to assess the Swiss electric power supply system. In the perspective of the network-based approach, Voropai et al. [18] used the "Oil and Gas" software developed at Energy Systems Institute SB RAS to implement a methodology to detect bottlenecks in gas transportation networks when there are emergency situations and the gas deficit has negative consequence for users. The proposed methodology is based on a representation of the gas infrastructure as a graph and the calculation of the maximum resource flow, which implies the minimum cost. Ouyang [19] adopted a network-based approach to identify critical locations in infrastructure systems and model their vulnerability. Particularly, the study proposed an algorithm to identify critical locations when a spatially localized attack occurs in an infrastructure system. Shaikh et al. [20] employed the ecological network analysis method to abstract the direct and indirect interactive flows of the natural gas supply system in China from the global gas system and assess the stability of its gas supply security. Cetinay et al. [21] evaluated the vulnerability of a power grid, employing a weighted graph and calculating the centrality metrics of nodes. The scholars hypothesized several node-attack modes and investigated their impact on the structural and operational performance of the power grid. Beyza et al. [22] employed graph indexes and power-flow techniques to analyze electricity and gas interconnected systems. Deliberate attacks on highly connected nodes and random faults strategies were used to simulate failure effects, changing the structure of the network by eliminating critical nodes each time. Graph theory and SNA approaches have also been applied to assess the joint vulnerability of power and gas infrastructure networks [23] . Beyza et al. [23] proposed a simulation framework to assess the vulnerability of coupled gas and electricity networks when two different kind of attack strategies were applied to the system, i.e., a disruption to nodes having several links and a disruption to nodes that are critical in terms of flow. The framework assessed the coupled system vulnerability after disruption, measuring the unmet load analyzing power low and using the geodesic vulnerability index to calculate its topological damage.
Some scholars have also proposed mixed approaches that combine different methodologies, techniques, and perspectives. Zio [24] argues that an integrated framework that takes into account topological, functional, static, and dynamic characteristics of critical infrastructure systems is necessary to deal with their intrinsic complexity and uncertainty. The author discusses in depth the vulnerability, risk, and resilience concepts. Han and Zio [25] developed a framework to identify the most critical elements of a gas transmission network across several countries in the European Union from three different perspectives, i.e., supply service, controllability, and topology, and assessed the impact of failure. Simulation was used to perform analysis, and failure scenarios were generated using the ProGasNetwork software. Their study showed that considering several perspectives at the same time provides more robust results. Alipour et al. [26] investigated the vulnerability characteristics of a high-voltage power grid in Iran by combining the assessment of its reliability features and its topological characteristics evaluated in terms of some centrality indexes (degree, betweenness, information, and closeness). Finally, they used the Borda Count method as an aggregation method to generate a ranking of highly vulnerable nodes. Praks et al. [27] developed a probabilistic model to study the supply Energies 2019, 12, 4597 4 of 18 security of a gas network system. Their model utilizes graph theory and implement Monte Carlo simulation. The scholars identifies the weakest links and nodes of an EU gas transmission network to perform vulnerability and bottleneck analysis. Su et al. [28] provided a systematic framework to assess the vulnerability of a natural gas infrastructure network. This framework performs vulnerability assessment in terms of global vulnerability analysis, demand robustness, and critical pipeline analysis. Particularly, hazards and threats in gas sources are considered in the global vulnerability assessment, the infrastructure system capacity to withstand strains imposed on the network structure is taken in account to assess demand robustness, and pipeline criticalities are assessed by considering direct attacks and using a physical flow-based approach. Although these mixed approaches that assess energy networks from different perspectives add useful knowledge to the pipeline vulnerability analysis, often they are unable to provide a comprehensive view of the criticalities of the infrastructure network because they often generate several conflicting performance indexes.
Both optimization-and simulation-based approaches require a more detailed model of the gas network and the collection of a huge amount of time-dependent data, and, at the same time, imply great computational burden. When it is difficult to collect such detailed data, also because the pipeline operators are reluctant to provide sensitive information, these approaches cannot be easily implemented. On the contrary, the adoption of a network-based approach requires only the knowledge of the topological structure of the infrastructure system. Results from the implementation of network-based approaches can be of great use for a preliminary analysis of the pipeline network, supporting network design upgrading, operation, and criticality assessment, and thus enabling the identification of parts of the network that need greater attention.
Method
In this paper, network theory was used to investigate the US interstate natural gas network to identify critical nodes. The conceptualization of the US interstate gas infrastructure as graphs and networks offers the opportunity to conduct a systematic investigation and assessment of its performance. The SNA has been successfully applied to understand and explain the nature of complex network systems, focusing on their component parts and the relationships among these parts using concepts, visualization methods, and tools provided by the theory of graphs [29] . Although SNA was developed to investigate social interactions among people, it has also been used to perform analysis in non-social structures [30, 31] . SNA concepts and metrics have been employed in various fields, such as the World Wide Web [32, 33] ; product development [34, 35] ; spread of epidemic disease [36] ; physics [37] ; diffusion of new ideas, knowledge, and inventions [38] [39] [40] ; air traffic routes among airports [41] [42] [43] ; logistics and transportation [44] ; and electric power grids [45] [46] [47] . Particularly, complex network theory has been utilized to assess the vulnerability of the European power transmission grid with respect to extreme space weather [48] .
From the SNA perspective, relationships between entities are viewed from the perspective of graph theory in mathematics, consisting of nodes and ties or edges. The information in a binary graph associated to a network can be organized as a square symmetric matrix known as the adjacency matrix, in which the value of entry x ij is 1 if node i is connected to node j; otherwise, it is 0. Vice versa, the entry, x ji , indicates the existence of a connecting tie from node j to node i if its value is 1. In this matrix, the rows and columns represent the nodes of the graph while the cells represent the pairs of nodes or dyads. In a valued (or weighted) graph, the entry, w ij , provides a measure of the strength of the tie from node i to node j, whereas the entry, w ji , gives the strength of the tie from node j to node i. In non-social valued networks, the strength of ties reflects the function that is performed by such ties [30] . For instance, in this paper, the nodes of the network correspond to the individual states in the USA, and ties between nodes indicate the existence of an exchange of natural gas between states, while the value of these ties gives a measure of the size of gas flows between states. Measurements relative to nodes and ties can be used to compute several indexes that provide important information about the US natural gas interstate infrastructure performance and capacity. By implementing DEA, the Energies 2019, 12, 4597 5 of 18 measurements of these indexes can finally be merged, providing a single score useful to rank the gas network nodes.
SNA Metrics
The representation of information about a social network in the form of an adjacency matrix allows the calculation of different types of metrics that summarize the network structure and identify patterns. SNA metrics provide both local measures that allow analysis of the network structure with respect to either individual units or dyads, and global measures that allow an examination of the characteristics of the network as a whole. Assuming that the interstate gas system can be represented as a direct graph and a weighted network, some centrality indexes can be computed. Centrality measures are widely used in network analysis as they provide a quantitative indication of the structural importance of a given node in relation to other nodes of the network.
A key property of the individual node is its degree, which is represented by the total number of ties the node has to other nodes [49] . In the gas pipeline network, nodes having higher degree scores are more active than those having lower scores in the transmission of gas. Degree centrality assigns an importance score based purely on the number of ties held by each node or their values and provides information about every connected node. In a direct network, two different degree metrics that provide local measurements can be easily calculated, distinguishing between nodes that are a target from nodes that behave as a source [50, 51] :
•
In-degree. This metric is measured by the sum of the number of ties incoming to a node. •
Out-degree. This metric is measured by the sum of the number of ties outgoing from a node.In a direct weighted network, two further degree metrics can be measured: • Emission degree. This index is calculated by the sum of all values corresponding to the ties that point from the current node to other nodes.
•
Reception degree. This index can be calculated by summing all values corresponding to ties that point to the current node from other nodes.
These centrality local metrics do not take in account the global structure of the network because their scores are determined by the number of neighbors of the current node. Henceforth, they are ineffective in providing information about the node capability to control or influence the network. Indeed, some nodes may have a greater influence on the flow of the system than other nodes in a network. To this aim, betweenness metrics are useful to identify nodes that act as "bridges" between network nodes [51, 52] :
• Betweenness centrality. This index counts the number of times a node lies on the shortest path (or geodesic path) between other nodes. The normalized flow betweenness centrality of a node is calculated by dividing its flow betweenness by the total flow through all pairs of nodes where it is not a source or target. In particular, the flow betweenness centrality index measures the centrality of a node as a function of the flow through it rather than with respect to the shortest paths [52, 53] . Thus, the flow betweenness gives an indication of the contribution of a node to all possible maximum flows, as a global measure. Differently from the basic betweenness centrality index, the flow betweenness centrality measurement allows the relevance of important interactions between nodes in networks having a greater substructure to be captured, where interactions between some groups of nodes have an important weight. • Sociometric status. This index measures the connectivity of a node (considering both the inputs and outputs) relative to the total number of nodes in the network [54, 55] . It is computed by the sum of input and output ties. The sociometric status gives an indication of the relative relevance an individual node has in the transport of natural gas to other nodes in the network.
Assuming that i is the index of the current node, g is the number of nodes in the network, x ij and x ji are the adjacency matrix elements of the binary graph, w ij and w ji are the adjacency matrix elements Energies 2019, 12, 4597 6 of 18 of the weighted network graph, and D ij and D jk are the geodesic distances from a node i to a node j and from a node j to a node k, respectively, these indexes can be calculated as follows (see Table 1 ). Sociometric status
DEA Cross-Efficiency
The SNA indexes can be used to identify important nodes in the US interstate natural gas network. To this aim, DEA allows them to be combined to generate a unique efficiency score, which provides a ranking of the nodes. Nodes evaluated as being more efficient are considered relevant nodes of the gas infrastructure that critically affect gas supply or gas demand. Particularly, nodes that transfer large amounts of gas to several other nodes have great relevance in the network from a supply-side perspective, whereas nodes that receive large amounts of gas from a small number or just from one single source node have great relevance from a demand-side perspective.
DEA is a robust non-parametric linear programming-based method, which is commonly used to perform benchmarking studies and efficiency analyses [56] . DEA calculates the relative efficiency of a sample of decision-making units, denominated as DMUs, which are assimilated to production entities that transform a set of inputs into another set of outputs. The efficiency of each DMU is measured as the ratio of weighted outputs to weighted inputs, and 100% efficient DMUs are identified from this sample and combined to generate an efficient frontier, thus providing a benchmark that is used to compute the relative efficiency of inefficient DMUs [57] . The goal of the DEA linear programming model is to find the output and input weights maximizing the DMU efficiencies. The literature has emphasized its strengths in comparison to other methods, i.e., there is no need to specify the relationship between inputs and outputs and to introduce subjective judgements in the analysis [58] . In the proposed framework, each node of the gas network is conceptualized as a DMU, whereas SNA metrics are utilized as the inputs and outputs in the DEA model. Thus, DEA is effectively employed to combine several performance parameters of the gas pipeline network nodes, even conflicting, and to obtain a single index to compare them.
Assume there are n gas network nodes that should be assessed (hereafter, DMUs). Every DMU j (j = 1, . . . ,n) produces s different outputs y rj (r = 1, . . . ,s) by consuming m different inputs x ij (i = 1, . . . ,m). For DMU j, ω rj and µ ij are the weights of outputs y rj and inputs x ij , respectively. Both output and input variables are measured by SNA metrics relative to the gas network. Under the assumption of constant returns to scale and an output orientation of the production function that transforms inputs into outputs, the DEA linear programming model that calculates the efficiency of the generic DMU j can be formulated as follows: The basic DEA model has a weak discriminating capability and is ineffective in generating rankings across DMUs because more than one of them might be scored as 100% efficient. A more useful DEA-based approach to rank DMUs is offered by the calculation of the DMU cross-efficiency [59] . The cross-efficiency DEA method has been extensively utilized to generate rankings among units because it has a stronger discriminating power than conventional DEA [59] [60] [61] . In the proposed framework, two cross-efficiency DEA models are implemented to generate separate rankings of the same interstate natural gas network nodes employing different sets of SNA metrics either as inputs or outputs.
Assume there are n gas network nodes that should be assessed (hereafter, DMUs). Every DMU j (j = 1, . . . ,n) produces s different outputs y rj (r = 1, . . . ,s) by consuming m different inputs x ij (i = 1, . . . ,m). Both output and input variables are measured by SNA metrics relative to the gas network. In the multiplier formulation, assuming a game-theoretic perspective, the cross-efficiency, α kj , of each DMU j relative to DMU k can be defined as [62] :
From the game-theoretic perspective, the efficiency of every DMU j is maximized under the assumption that the efficiency measurements of any other DMU k (k = 1, . . . ,n and k j) do not decrease. This secondary goal is introduced to reduce the arbitrariness in the search of optimal weights and, finally, in the DMU ranking. Thus, the DMU cross-efficiency score is the pay-off of a non-cooperative game. To calculate the cross-efficiency score of DMU k related to DMU j, input and output weights that maximize the DMU k efficiency with the constraint that DMU j efficiency does not deteriorate have to be found [62] . The following model can be used to calculate the cross-efficiency score of every DMU j from the output orientation perspective [63] :
In Equation (3), a larger α k score indicates a worse performance and 1 α k provides a measurement for the DMU k cross-efficiency. For every DMU j, Equation (3) is solved n times. Liang et al. [62] suggested an iterative algorithm to determine the best average output-oriented game cross-efficiency for DMU j.
Illustrative Case
The US natural gas industry is supported by a wide and intricate infrastructure, including a network of about 491,000 km of interconnected pipelines, which are operated by 210 independent companies. The largest part of the gas transmission network (roughly 70%) is classified as interstate pipeline. This interstate natural gas network serves 11 major routes, from the production areas to the consumption areas, as follows: Five routes of transport gas from the production areas of the southwest (Texas, Louisiana, Gulf Coast), four routes transmitting gas to the USA from Canada, and two routes in the Rocky Mountains area. Several hubs are placed along these routes to support exchanges, transfer, temporary storage, distribution, and price setting. An extended description of the interstate USA gas network can be found in the (Energy Information Administration) EIA website [64] . The supply of natural gas in the two-thirds of the US states totally depends on the interstate pipeline transmission network.
As the map in Figure 1 shows, the interstate pipeline network supplies natural gas to almost every major US metropolitan area. The 31 states emphasized in grey color receive more than 85% of the natural gas they consume from the interstate infrastructure.
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Data and Variables
Annual data relative to the flow of natural gas from state to state along the US interstate gas pipelines were retrieved from the EIA database for the period 2013-2017 [65] . These data were used to assemble the adjacency matrix relative to the gas network for every year. The following SNA centrality metrics were calculated for every matrix: In-degree, out-degree, emission degree, reception degree, flow betweenness, and sociometric status. Because of the high correlation between the emission degree and the sociometric status, the latter was omitted from the analysis. The basic network statistics are provided in Table 2 . Figure 2 shows the representation of the interstate US natural gas infrastructure as a graph. Table 3 displays the mean and maximum values relative to SNA indexes from 2013 to 2017. As the data show, both the mean and maximum values increased from 2013 to 2017 for all indexes. 
Cross-Efficiency DEA Model Specification
Two cross-efficiency DEA model specifications were used to aggregate SNA indexes and rank network nodes, the first one evaluating each node from the supply-side perspective and the second one evaluating it from the demand-side perspective. Two different sets of SNA indexes were chosen as input and output variables for every model to perform DEA. Table 4 shows the input and output variables for both models. The demand-side DEA model utilizes the in-degree and the reception degree indexes as the only input and output, respectively. It was assumed that a node is more critical than others in the network if it receives a higher amount of gas. However, given the same amount of gas received by nodes, if one of them receives gas from several nodes, the latter is less critical than the others. Indeed, it is assumed that redundancy decreases local vulnerability from the demand-side perspective. In the supply-side DEA model, three outputs from the set of SNA indexes are used, e.g., emission degree, out-degree, and flow betweenness. From the supply-side, it is assumed that the greater the number of nodes to which a node supplies gas and the greater the amount of gas it supplies is, the more critical that node is in the network. Furthermore, the more the node contributes to the volume of gas transmitted in the network, the more critical it is. For all DMUs, a constant factor having a measurement equal to one was included in the model specification as an input.
In both DEA models, constant returns to scale and output orientation were used to solve Equation (2). The two indexes were aggregated to have an overall cross-efficiency measurement using 
Two cross-efficiency DEA model specifications were used to aggregate SNA indexes and rank network nodes, the first one evaluating each node from the supply-side perspective and the second one evaluating it from the demand-side perspective. Two different sets of SNA indexes were chosen as input and output variables for every model to perform DEA. Table 4 shows the input and output variables for both models. The demand-side DEA model utilizes the in-degree and the reception degree indexes as the only input and output, respectively. It was assumed that a node is more critical than others in the network if it receives a higher amount of gas. However, given the same amount of gas received by nodes, if one of them receives gas from several nodes, the latter is less critical than the others. Indeed, it is assumed that redundancy decreases local vulnerability from the demand-side perspective. In the supply-side DEA model, three outputs from the set of SNA indexes are used, e.g., emission degree, out-degree, and flow betweenness. From the supply-side, it is assumed that the greater the number of nodes to which a node supplies gas and the greater the amount of gas it supplies is, the more critical that node is in the network. Furthermore, the more the node contributes to the volume of gas transmitted in the network, the more critical it is. For all DMUs, a constant factor having a measurement equal to one was included in the model specification as an input. In both DEA models, constant returns to scale and output orientation were used to solve Equation (2). The two indexes were aggregated to have an overall cross-efficiency measurement using the Shannon's entropy index to generate weights applying the procedure suggested in the literature [66] [67] [68] .
Results
In this section, results from the implementation of the SNA-DEA prioritization method for the US interstate gas industry are presented. Higher cross-efficiency scores indicate more critical nodes in the network. Figure 3 illustrates changes in the cross-efficiency mean values relative to the whole network from 2013 to 2017. Cross-efficiencies were computed from both perspectives of the supply side and demand side. The overall cross-efficiency measurement was obtained as the weighted average of the two previous cross-efficiencies utilizing the set of weights generated through the Shannon's entropy index procedure. For the sake of brevity, the list of weights was not included in the paper.
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From the demand-side perspective, the cross-efficiency mean value was slightly diminished from 2013 to 2017, even though the average reception degree increased by roughly 15%. On the contrary, from the supply-side perspective, there was a small increase of the cross-efficiency mean score from 2013 to 2017. These findings indicate that the topological characteristics of the US interstate gas network did not substantially change over time from 2013 to 2017 with respect to major critical nodes. For every year, the cross-efficiency scores relative to all nodes are reported. Table A1 in the appendix A presents all cross-efficiency measurements. From the demand-side perspective, only one node-NO21 (Louisiana State)-achieves a 100% cross-efficiency score, ranking the state of Louisiana in first place as the most critical node in the network. The cross-efficiency score of the node NO29 (Mississippi State) is between 0.758 and 0.776. This node ranks in second place. As already mentioned, there was a little change over the years, and only for a few nodes of the network were there appreciable cross-efficiency variations. That is the case of South Carolina state (node NO49), whose cross-efficiency score decreased from 0.524 to 0.259. When network nodes are assessed from the supply-side perspective, the cross-efficiency analysis identifies a larger number of critical nodes. In 2017, four nodes-NO7, NO20, NO45, and NO51 (Colorado, Kentucky, Pennsylvania, Tennessee)- From the demand-side perspective, the cross-efficiency mean value was slightly diminished from 2013 to 2017, even though the average reception degree increased by roughly 15%. On the contrary, from the supply-side perspective, there was a small increase of the cross-efficiency mean score from 2013 to 2017. These findings indicate that the topological characteristics of the US interstate gas network did not substantially change over time from 2013 to 2017 with respect to major critical nodes. Figures 4-8 show the outcome of a more in-depth analysis of the cross-efficiency measurements. For every year, the cross-efficiency scores relative to all nodes are reported. Table A1 in the Appendix A presents all cross-efficiency measurements. From the demand-side perspective, only one node-NO21 (Louisiana State)-achieves a 100% cross-efficiency score, ranking the state of Louisiana in first place as the most critical node in the network. The cross-efficiency score of the node NO29 (Mississippi State) is between 0.758 and 0.776. This node ranks in second place. As already mentioned, there was a little change over the years, and only for a few nodes of the network were there appreciable cross-efficiency variations. That is the case of South Carolina state (node NO49), whose cross-efficiency score decreased from 0.524 to 0.259. When network nodes are assessed from the supply-side perspective, the cross-efficiency analysis identifies a larger number of critical nodes. In 2017, four nodes-NO7, NO20, NO45, and NO51 (Colorado, Kentucky, Pennsylvania, Tennessee)-achieve a cross-efficiency value between 0.999 and 1. These nodes are the most critical ones from the supply perspective. However, there is a great number of nodes achieving remarkable cross-efficiency measurements, such as the states of Arkansas (0.831), Illinois (0.831), Maryland (0.830), Minnesota (0.832), Nebraska (0.830), New York (0.867), Ohio (0.830), Oklahoma (0.833), South Dakota (0.828), Texas (0.888), West Virginia (0.830), and Wyoming (0.832). As in the demand-side perspective, there has not been a significant change in the cross-efficiency scores of individual nodes during the time period under investigation, except for a restricted number of nodes, such as Georgia (NO12) and Mississippi (NO29), whose cross-efficiencies passed from 0.497 to 0.664 and from 0.593 to 0.726 in 2013 and in 2017, respectively. Generally, cross-efficiency measurements tend to be very similar from year to year as interstate gas flows remained almost unchanged from 2013 to 2017.
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Conclusions
In this paper, a prioritization framework to uncover the critical nodes of gas pipeline networks was proposed. This method considers the topological characteristics of the network and calculates a set of metrics typical of the social network analysis. Finally, these metrics were used as input and output variables of a data envelopment analysis model to measure a cross-efficiency index, which identified the most influencing nodes in the network. Cross-efficiency DEA allows nodes in the network to be easily ranked. The framework was implemented to study the US interstate gas network between 2013 and 2017 from the demand-and supply-side perspectives. A comprehensive score to prioritize the infrastructure nodes was obtained using the Shannon's entropy index. The aggregating procedure based on the Shannon's entropy index allowed the node rankings obtained to be merged assuming different perspectives, providing a Pareto optimal solution that was better than averaging individual ranking scores [67] .
The findings of this study confirm that it is necessary to consider different perspectives in the 
The findings of this study confirm that it is necessary to consider different perspectives in the analysis of gas networks. Indeed, adopting the two assessment perspectives' different nodes of the US interstate gas pipelines network emerged as being important and critical. That means that the elements of the network that have relevance for ensuring supply stability in transmitting gas from a node to other nodes do not always have relevance as the elements that are necessary for assuring local gas availability.
As the main purpose of this paper was to illustrate the evaluation framework, the presentation of results relative to the investigation of the US gas infrastructure criticalities was restricted only to five years for the sake of brevity and to avoid making the analysis cumbersome. On the other hand, a full study covering the time period from 2007 to 2017 revealed that there have not been significant changes.
Of course, although the information provided by such a framework is important for the preliminary assessment of gas pipeline networks and the identification of critical nodes, a more comprehensive assessment of the gas network capacity and performance should employ complementary methods, including further information, such as the number of gas pipeline operators, their operational integrity, and ability to recover rapidly after supply interruption; the impact of any prolonged infrastructure downtime; the storage facility capacity; local gas demand; and infrastructure reliability level, in the analysis.
The proposed framework can be easily applied to the assessment of other pipeline industries or similar infrastructure systems if the characteristics of the network are taken into account. Information provided by the implementation of this method can be important for the operation and improvement of the network (i.e., maintenance, new branch construction), design, and planning. The same method can be extended to the assessment of the edges of the network (e.g., the pipelines).
In this paper, the framework only considered the basic structural characteristics of the US interstate natural gas infrastructure as a graph, focusing on the connectivity properties of the network. The assessment of the critical nodes of the network assumed that its vulnerability is correlated to some structural features of the network. Of course, this view is reductive as the hydro-thermal characteristics of natural gas that impose constraints on pipeline operation were not considered in the analysis. Natural gas transportation infrastructure is sensitive to gas quality, thermodynamic properties, and physical features (e.g., its low volumetric energy density, minimum delivery pressures at offtake points, maximum operating pipeline pressures, maximum available compression power, etc.), and storage difficulties make it difficult to alleviate supply shocks. However, the proposed framework is scalable and flexible, and it can be expanded and improved in many directions in the future. Particularly, it can integrate data from fluid dynamics models, providing a more accurate model of the natural gas system. For instance, in order to take into account constraints related to the capacity of nodes that supply gas and transmission links, the max-flow betweenness centrality index might be included in Equations (2) and (3) rather than the flow betweenness index, as in Fang and Zio [69] . Quality metrics of the gas flow stream can also be included as further outputs in Equation (3). Additionally, several time-dependent scenarios can be constructed to follow the evolution of the gas network over time, thus detecting which nodes and links change, when these changes occur, and evaluating the impact this might have on the topological structure while performing the analysis within a discrete time domain. The SNA literature provides suggestions on how to measure network centrality indexes accounting for the influence of time [70, 71] . 
